Trade-off Analysis between Security
Policies for Java Mobile Codes and
Requirements for Java Application

Haruhiko Kaiya
Shinshu University, JAPAN

Sep. 11, 2003
http://www.cs.shinshu-u.ac.jp/~kaiya/



Background and Motivation

Mobile codes are useful,

— e.g., constructing services on the fly, reuse.
but sometimes dangerous.
— e.g., threats to valuable resources.

Requirements Analysis Method for Mobile
codes applications 1s needed.

First step

— Java mobile codes only, for simplicity.

— Security policies.



Role of Security Policies in Java

 Restrict the functions of mobile codes.

* Incomplete Policies.
— allow madequate and/or malicious functions

— hard to find them — anti-requirements, which
show ‘something should not happen!’.

* Complete Policies for Java.

— cannot avoid 1nadequate/malicious functions
completely,

— because access controls are applied not to each
code but to each location.



Research Issue and Strategy

* Get feasible requirements specification
— for an application using Java mobile codes

— under an environment.

* An environment means security policies, functions of each
mobile code, and deployment of mobile codes.

« Compromise differences between goals for
application users and the environment.

— Abandon several goals for application users so as to
meet the environment, if possible.

— Modity several parts of the environment so as to meet
the goals, 1f possible.



Analysis Framework

Descriptions of security
policies, codes’ features
and deployment of codes.
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Environment and Enabled Functions
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Goals and Required Functions
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Conflicts and Vagueness
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Supporting Tools

* Goal Oriented Requirements Analysis.

— decompose and convert abstract goals to
concrete goals (functions).

— Get required functions.

* Security Policy Checker and Generator.

— check which code can be executed or not under
an environment.

— Get enabled functions.



Current and Next Works

e Current
— A method has been designed.
— CASE tools are partially implemented.

e Next

— Completing and 1ntegrating tools.
— Finding realistic examples for our method.
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Future Works

* Support user-centric style access control.

— ‘Who runs the application?’

— JASS (Java Authentication & Authorization
Services)

— Now code-centric style only.

* Beyond the security mechanism for Java.
— too simple to be used in general.

« Handle conflicts among stakeholders.
— AGORA
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