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CAPECO

* APID A~ IE#|

CAPEC-133: Try All Common Switches

Attack Pattern ID: 133
Abstraction: Standard

Status: Draft
Presentation Filter: Basic

¥ Description

An attacker attempts to invoke all common switches and options in the target application for the purpose of discovering
weaknesses in the target. For example, in some applications, adding a --debug switch causes debugging information to be
displayed, which can sometimes reveal sensitive processing or configuration information to an attacker. This attack differs from
other forms of API abuse in that the attacker is blindly attempting to invoke options in the hope that one of them will work rather

than specifically targeting a known option. Nonetheless, even if the attacker is familiar with the published options of a targeted
application this attack method may still be fruitful as it might discover unpublicized functionality.
¥ Relationships

The table(s) below shows the other attack patterns and high level categories that are related to this attack pattern. These

relationships are defined as ChildOf, ParentOf, MemberOf and give insight to similar items that may exist at higher and lower
levels of abstraction. In addition, relationships such as CanFollow, PeerOf, and CanAlsoBe are defined to show similar attack
patterns that the user may want to explore.

Nature Type ID Name

ChildOf 113 API Manipulation

¥ Prerequisites

The attacker must be able to control the options or switches sent to the target.
¥ Mitigations

Design: Minimize switch and option functionality to only that necessary for correct function of the command.
Implementation: Remove all debug and testing options from production code.
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CVE®D

* Python® <S4 7 5")IZCRLFIZBE9 Binjection D ife
gtEMNBHHLLL
* 2019/3F EXDFTLLVFEHR

CVE-2019-9947 Learn more at National Vulnerability Database (NVD)
* CVSS Severity Rating ¢ Fix Information  Vulnerable Software Versions ¢ SCAP Mappings » CPE
Information

Description

An issue was discovered in urllib2 in Python 2.x through 2.7.16 and urllib in Python 3.x through 3.7.3. CRLF injection
is possible if the attacker controls a url parameter, as demonstrated by the first argument to urllib.request.urlopen
with \r\n (specifically in the path component of a URL that lacks a ? character) followed by an HTTP header or a Redis
command. This is similar to the CVE-2019-9740 query string issue.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended
to be complete.

e CONFIRM:https://security.netapp.com/advisory/ntap-20190404-0004/
¢ FEDORA:FEDORA-2019-1ffd6b6064

o LIRI -httns://lists.fedaranraiect.ara/archives/list/nackane-announce@lists.fedaranroiect.ora/messaae
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