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tXal)Tq&lE

& [ (assets) D R & (protection) 2D ULNT D

_&’ﬂaﬂ’

— B E LB (value) BMAI AN XA B & F I ZTEA
SNTWLSEWNS DM KHIE.

- REDESL

— Prevention EEDIREFZx[MEET 5.

— Detection EEDNIEETRINT 5.

— Reaction EEBLILLIIEENDEFTZEIRT 5.
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AVEA—RIZRBITHAEEEIL?

e OAVEA—ADFHPLERTHS.
« [FHR vs T—H
- 7—90)‘-Eﬁﬂ’]@ﬁ#ﬁhﬁl‘ﬁ#ﬁfﬁaé
— 4 — AL TIFRIFER RSN TS,
- L75\L, T—RNHGFEFo=oELN>TIEHRESE
NHEILESLLY.

« TANFEETHINEMNBERE, FREDT, IhE7I/EX
EREDENEDON TV ERATESIGENHS. (covert

channel)
« MEICLE=T—FLUS DD, BEICLTWVWSIEHREHR TS
TLFRIZELHD.

- &R CPUMARRM, TARIB=E, T/\M1A{th
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TEEDIDNRRIGEHREELVDHODNS.

» Confidentiality fEfRELNED(ZIFERMNR/NHD
< e
- ROL—RBIICERE SN TULSEIE.

. Itntegrity ERITEWLEDDFERDBRIAZSCT
— HPPAET DA EZETZE

* Availability #E[EBWLE DM FER-BRZHIT S
ZEERRCCE.
- BRERI—Y—[LREMOY —ERZFZVEICE

SNBTE. DoSHEIIINZEKEHEHE].
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avEa—42-tXxal)7g

OVEA—3DA—H—|ZX5HERZHZ
T’TT%(acﬂon)’E%ﬁﬂ'%};&’E i O fell),

authorization access control@*ﬂ%?ﬁ':b§ﬁigt7ﬁié.
« Authorization }#EfE = {E

~ HICEARITAZTHT/EESEVWERELZIL—
JLT&®H Ssecurity policyxHEITEFILITHN
3.

« Access Control 741t X #l|{H]




Identification& Authentication

e Identificationld 1 —H—MNENHETHAINZFZOIVE 21—

R_ATEH_LE.

« AuthenticationlZ, F®IdentificationH1IELLNDFREET S

&

o A—HY—DIAGMLIE, FIZIE, 1 —F—BE/NRT—

FEANSETDELGDTLEEZDORFIELENS
2)7 Lo7ily.

o A—H—®MidentityZxHLEIZT IV ERFIEHNITHNDZ E
MZND, TOTHEWANRBWNGEENHS.

. BIART—FEREBoALLEIR, EVSFFTT
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Access Control

« J7AIFEDIAVEL—FEES, #HNE
PO TT7IEALTRLIWDWERET S L.
¢« NTHRTETA-OIZIZLLTDZ=ZD%IR
DHELENDD.
— ii’gb_\%ﬁ’?'lzxﬁlﬁﬁﬂ@75$+§§EET%>T:
DEEs.
~ TDHIEHEERT DI=ODAN=X L.
e Unix(Linux)Drwx DL HEAHEE D HI D —
2.




Subject, Object, Access Ops. it

- [BEEIHYZEsubjectHhZ BB objectl ZXTL
T, & Haccess operationCTFIEALLHE
L T, reference monitorMFDT7 It XIZ
AR5 ZOMNENZTRDS. ]

— LSBTV ERFNEHDERETIL.

@ access reference @
request monitor




Access Operation (AC)

e UnixIZHITHIT7AILDEFHHAHEZ(read and
write)[CAETHED.

+ LAL, aYEa1—4Y AT L(OSHDBMS)

DIEFEICLH>TEALZACHFET HIMNE

AY

— RIBAIELARILTII AR OTA RO D
E2XTh5.

— LAMLOODB(#H Iz HMMERIT—EN—X)

FDFLM
Ay

MREZHDOVATLTIE, BAXD

UHLAACELS.
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Access Mode

c XLEARHLGLANILTIE, LTD2DOM
access modeMN 5 A LN 5.

— observe: objectMHF HZF B N5.
— alter: object P HZEEFE TED.

« INLZDTEARMICEALZACHLEITS
X9 =D, HFEYICRIGRIZZD T, :AHAD
F-AB (R T DACZERER L LHET HEE
MIZIE->TLES.
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Access Rights

+ LI D4FEEEA —HEH.

1. execute Z7AILIZROT T—2HETOTSLER

m;CCPU/\#ﬁ ELTESHTE.
|, 0T S LDARERLTWVEFNILHERET S0

2. append write Ll TLNSAGEMZITDIHFE, 771U
ZDh B %observed AWHLEHLILN.

3. read

4. write observe and alterlZfHEH 9 5.

LR EEIL BB OBLPIZEDZE, UNIXDZFh
CIFETENLS.
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UNIXDIZE

file directory
list directory
read reading from a file [contents
create or rename a
write writing to a file file in the directory
executing a search the
execute [program file directory

¥5(Z, directory-writel JEE.
T7AIVDIEEBGEEIETALIORN) DT O RIETRES !

F7-, directory-executel ;EE..

dirh\ - - x' TEBEITSDELVSTERE.



NTFSDIZE

« Windows NT, XPDIFEATHIT7AILI R

T LDT It Al
—read

— write

— execute

— delete Z7AILDEHEIET7AIL
— change permission

— change ownership

=L%N0)
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ENT IV CREZROLONHM?

CORICEALTIEUTD2DODREMNHS.
» Discretionary Access Control (DAC)
- BEDIMBENTDEEDT VERAEZIR
ETED.
* Mandatory Access Control (MAC)
— AT L(OSPDBMS W EIBTHAEEETDH
TIEAEZTRET .
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Access Control Matrix

bill.doc edit.exe |fun.com
Alice — execute execute, read
Bill read, write | execute | execute, read, write

& (Subject) HMa[(Object)Z & D (operation) 7 VX9 5
MERTET 55— IRMIZEDIE.

— BT HEH DT, EAMTEGLMD.
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Capabilities

=

GRUNCIFS

anji

« FE(Subject) T EBRICT VL RIESR
Az
o 51

— Allice: edit.exe: x; fun.com: x, r

— Bill: bill.doc: r, w; edit.exe: x; fun.com: r, w, X
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Access Control Lists (ACL)
+ fAl(Object)ZEICT I RIELZRB T HH
U

o {51
— bill.doc Bill: r, w
— edit.exe Alice: x; Bill: x

— fun.com Alice: r, x; Bill: r, w, x

o UNIX(Linux)[FEDFEZHEARELTLVS.

— =1L, AR D1 ——TIEHL RAA, Bl—
GIL—T DN, FDMDIDLHNMREFILEELVA.
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txal)7T4 LA

» Subject& KU ObjectZERF {1+ H_&T,
TOAGHHZZEICERT D EMNTES.
« ZOLOXRIEFfFITOZEZEFTo L

NILELD.

 Unix(Linux)MDi55, Subjectd 7=
(root = TN D I—H—)&LVD
N&Hb.

- I

AN )L
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+ B 2 IBR

LLTD3DD 4 ﬁ’i’/ﬁf"§'<§§§’%SJ:0)
$ I % (partial order) &FE SN,

—~EEDEFe € SIZDUT, e = e (REHD)
— eI D f=elinld, e=f (RXIRE)
—e=fHD Sglinld, e=g (HFRE)

» MATUTOMEEE Mz L£IEF(total
order) &M Ae.

—EFEDEFR e, fESIZONT, e=ELLIE
FSeARYIID. (e 1E)
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Xxal)7T4 ETIL

o SEMNEDEEICESIT IV LATESAMERTELT-
IW—ILDNtEX ) TAR) A4 THS.

o XA THR)aZEERRT H=HIZIE,
— ZNDRYN 4 TEDKS7ESubjectt2Object, operationZ

WM ?

—~ EDEIITI—ILEFEERT NIX LU
ZIROIZTNITTESTE0N.

o YXATAETILIER) VAR DRHAZES
ZB.

e LI, BRAIEEFXAUTAETILERBNTS.
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Covert Channel

» Z(XEHDBERBTIIEERNGET

ETIEMIEEZTT HIEER(channel)(D Z

&

« iR, CDIERZEMNLTHLE,
Conﬁdentlahty (MEZETFAHO TR

A RY

« HEENDTEETIE, COEEKRELTHE

BRO7AILPEBEERF)ZED.
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Bell-LaPadula Model MK #§

« BLPO{RTE
— Subject( AF)IXBEHRT V2 XIZDWNTFTUH
FlIFEnTLVS.
— Object(T—RA)EREFRIZTIFITESN TS,
« BLPO BHY
— SubjectNE R DEFRILAN)LKYF L \Object?E
RO CEMTELNKIIZTHIE.
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Bell-LaPadula Model (BLP)

RUBARBGETILES O, confidentiality 73k
IRTES.

subjectDEF'S, objectD EH O, operation(op.)D
% & A={execute, read, append, write}

FNENDsHhoFESIRIELTERULINIE, 7o
AITHAMTEERINTLS.
SEONEFRIFFHIER =TLANILFFIHFESNTULNS.
SEFTARRLANILE, BEDLAN)LEWNS T
'JODI/\)wb\&Bé

— EiH HELRNIL=S=mXRLANIL
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BLPD 4 E 1: ss-property

e oD ARNIL=sDEwmELANIL DIFEDH,
read, write[XE{TTE5S. |

e ZIXZNDMHEEITTIE, LRNILOIELSH
SlLvoZxread9 AN ETEEIZ[HLE TSN,

— Hbsld, B LYIEWLLAN)LDolZwrite TE
HDT, LWL RILDsHFES|Z=TNIL, KLY
LARILDsHENLARILDoZFFTRHTLES.

s REMNETHARLLWNTLHNVEFFEZIE—LT, &
SIZET ROGTED.
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ss-property D 5] %8 f

« EIXZOHEREITTIE LRILDELSH
SWvoZxrecadT 5DNEEIZHIE TSN,

ZEUOA 56
\ EENBETLES.

““““ o N\

>,
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BLPMD 4 '&E2: star-property

[SOIREDLANIL=0DLANIL DHEDH,
append PwriteZ E{TTED. |

H(XE L VEPR TreadL T, TNZELVMERE TE

read CE=5olZEZF AL T EIFTELLLGS.

- %%_L\[/&)lxmsliﬂib\P&)L@S’(:'I'%$&§%h72<7‘d:

— readBFFDsDLARJLA, writeFFDoDLANJLEFIFIL T
WNST=8.

writeDIFE, sseBHET, IsDTEEDOLAN)L

SoDLANIIL=sDEwE LAV IZEITHEE.

appendDIFE (L, FZEIZKH>TIIsDE&EFLANIL

ZHB A HolZT—A%append TES.

— BLP®@appendldreadZ £V =6.
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star-property D 3

star-property[Z &Y,

DO THEATZIERIL,

D&Y T FELCo7ELY)
T7AIVIZIFEETAHDN
ZikEnsd.
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