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Java 2 Platform Security Model

local or remote code (signed or not)
security policy 4..(—+—><7 S P e T
g class loader

AR

al / T
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sandbox codes run
with different
\‘ permissions,
no built-in
notion of
JVM trusted code

valuable resources (files, etc.)




Class Domain Permissions
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grant \\\\\\*

codeBase "http 7/java.sun.com/*",
signedBy "Li'
pegrmission java.lo.FilePermission
"/tmp/*", "read";
ermissiqn java.io.SocketPermission

"*" "ConneCt" .
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Code-centric VS Use-centric
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class C{
class A{ .... new D()....
static ... main(...){ }
... new B().... class B} ~
! .... new C().... class D{
! . NEW C().... .... new E()....
) > ) .
JVM JVM JVM JVM JVM
A LA LA Al [ALp
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F—> @@ ‘3@ D CE
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class foo{

NZEERAD
j

void Iclass(String bar){
/| T—3%95RELT

/] BRAFIALS
§
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void wclass(String bar){
I DSRT =374

IS5 R4 bar ELT
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— c.getMethod("amethod”).invoke();
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IO TOY S A

int s=0;
for(int i=0; i<4; i++) s+=i;

dimit stack 2
Jimit locals 3
iconst_0
istore_1
iconst_0
istore_2
goto Label2

Label:
iload_1
iload 2
ladd
istore_1
iinc 2 1

Label2:
iload 2
iconst_3
if_icmplt Label1
return
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iconst 0
istore_1
iconst_0
istore_2
goto Label2

local=[, 0, 0] stack=[, ]
Label2:

iload_2

iconst_3

local=[, 0, 0] stack=[0, 3]
if_icmplt Label1

BD—E&IEL? 2/2

local=[, 0, 0] stack=[, ]
Label1:

iload_1

iload_2

iadd

istore_1

iinc 21

local=[, 0, 1] stack=[, ]
Label2:

iload_2

iconst_3

local=[, 0, 1] stack=[1, 3]
if_icmplt Label1

local=][, 0, 1] stack=[, ]
Label1:

iload_1

iload_2

iadd

istore_1

iinc 21

local=[, 1, 2] stack=[, ]
Label2:

iload_2

iconst_3

local=[, 1, 2] stack=[2, 3]
if_icmplt Label1

local=[, 1, 2] stack=[, ]
Label1:

iload_1

iload_2

iadd

istore_1

iinc 2 1

local=[, 3, 3] stack=[, ]
Label2:

iload_2

iconst_3

local=[, 3, 3] stack=[3, 3]
if_icmplt Label1

local=[, 3, 3] stack=[, ]
return

sLabell, Label2 #FNFNDERIDARYY, A—HILDEITEZEL, D

ATHHEDEIEZ—HLTWS. (COBE, IDHEITE)

OB E D EFRID —FREMES,
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iconst_3
istore_ 1
Label1:
aconst_null
inc 1 -1
iload_1
ifne Label1

ZFIE p.119&kY
E(ZnullZE3 DL TR S A
EEED LI, SRNILHIT, &
BRI F|DEMNELS.

OWisl VNP
JavaTILEIZEzE A !

iconst_3

local=[this, ] stack=[3,,,]

istore_1

local=[this, 3] stack=|[,, , ]
aconst_null

local=[this, 3] stack=[null, , , ]

inc 1 -1

local=[this, 2] stack=[null, , , ]

iload_1

local=[this, 2] stack=[null, 2, , ] 8, int

ifne Label1

local=[this, 2] stack=[null, , , ]

aconst_null

local=[this, 2] stack=[null, null, , ]

iinc 1 -1

local=[this, 1] stack=[null, null, , ]

iload_1

local=[this, 1] stack=[null, null, 1, ] S8, S8, int

ifne Label1

local=[this, 1] stack=[null, null, , ]

aconst_null

local=[this, 1] stack=[null, null, null, ]

iinc 1-1

local=[this, 0] stack=[null, null, null, ]

iload_1

local=[this, 0] stack=[null, null, null, 0] 88, &8, 8, int

ifne Label1
local=[this, 0] stack=[null, null, null, ]
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